Abstract-This letter introduces the concept of antifragile electronic warfare (EW), which we define as the ability to allow a communications link to improve performance due to the presence of a jammer. This concept should not be confused with jamming countermeasures (a.k.a. anti-jamming or electronic protection). Rather, antifragile EW can be thought of as the next step beyond simply avoiding or mitigating jamming.
capability, and the most common form of reactive jamming is repeater jamming (a.k.a. digital RF memory or DRFM jamming) in which the jammer repeats the signal it receives. In terms of information theory, if the transmitted signal X is jammed by signal J, a communications gain is only possible if the mutual information between the two is greater than zero, denoted as I(X; J) > 0.
One way to improve capability of communications is to increase the amount of bits transferred between radios for a given amount of energy. If a radio can transmit in a manner that causes a reactive jammer to relay its information without degrading the data or the original signal, the radio can harness the jammer's higher transmit power. In essence, one could create a customized waveform and information alphabet by exploiting the characteristics of the jammer's response. By providing this second (redundant) data stream to the receiver, the error rate can be reduced (increasing the amount of bits transferred to the receiver), and thus provide an AEW advantage. For example, if the jammer transmits noise on all channels that it believes contain energy, then the communications system could begin using wideband multifrequency FSK across selected multiple channels (to create an communications alphabet), in such a way that the intended communication signal and the jamming signal are receiving orthogonally and soft-combined after being separately demodulated. The specific hopping rate would be a function of the reactive jammer's delay and channels covered, and would have to take into account any timing jitter. Hence, the reactive jammer's transmitted waveform can be treated as a redundant version of the signal, which can potentially improve the bit error rate without requiring the communications system to transmit additional energy. The jammer's effect is similar to introducing multipath propagation, with relatively long delay spreads and there are numerous signal processing techniques that can be used to exploit multipath (delayed transmission). For example, the AEW receiver could implement some sort of maximum ratio combining after proper channel estimation and equalization for each signal path (receive diversity). This is just a simple example; more approaches to AEW are envisioned and will be analyzed in future research.
Simply knowing that a reactive jammer is present is not enough to perform AEW. A functioning AEW strategy is based on the scenario at hand; i.e. the type of communications link, the reactive jammer's characteristics, and the delays/jitters involved. Therefore, an effective strategy involves implementation of a series of different schemes that exploit the jammer and a classifier that can identify the scenario at hand and estimate parameters associated with it. Lastly, it must incorporate an engine that can assign the most effective AEW scheme to the given scenario. Figure 1 illustrates the components of the proposed AEW system (highlighted in yellow) and how they fit into a communications system.
As the sophistication of communications systems and jammers increases, reactive jamming will likely become a bigger threat in military and other mission-critical domains. Therefore, it may be worthwhile to consider incorporating an antifragile component into state of the art protected radios. As part of future research we will continue to develop the concept of AEW. 
